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ABSTRACT:

Cryptography is the most important aspect of
communication security and is becoming increasingly
important as a building block for computer security.
The increased use of computer and communication
systems by industry has increased the risk of theft of
proprietary information. These threats may require
variety of counter measures; encryption is a primary
method of protecting valuable electronic information.
In this paper, we propose a model for text encryption
using Koblitz curve cryptography (KCC) for secure
transmission of plain text for enhancing the security.
In this, every character of plain text message is
transformed into the points (xm, ym) of Koblitz curve
and then these points are encrypted for secure
transmission.The resulting system can be used for
security applications in smart cards, personal digital
assistance, and wireless devices for enhancing the
security.

Keywords- koblitz Curve Cryptography (ECC), plain
text, Cipher text, encryption, decryption, smart
cards, personal digital assistance,
devices .

and wireless

l. INTRODUCTION

N. Koblitz[1] and Victor Miller[2], independently
proposed the elliptic curve cryptosystem in 1985,is
becoming the choice for mobile communication. In
1991, Koblitz[1] suggested special family of eligpt
curves popularly known as koblitz curves, which are
widely studied in the academia and have been
included in certain standard[2-4].

Elliptic curve cipher use very small key size and
computationally is very efficient. One can use an
elliptic curve group that is smaller in size while
maintaining the same level of security. The result
smaller key sizes, bandwidth savings, and faster
implementations—features that are especially
attractive  for  security  applications  where

computational power and integrated circuit space is
limited, such as smart cards, personal digital
assistants, and wireless devices. Elliptic curve
cryptographic protocols for digital signatures, ot
key encryption, and key establishment have been
standardized by numerous standards organizations
including:
* American National Standards
(ANSI X9.62 [3], ANSI X9.63 [4])
» Institute of Electrical and Electronics
Engineers (IEEE 1363-2000 [5])
* International Standards Organization
(ISO/IEC 15946-3 [6])
« U.S. government’s National Institute for
Standards and Technology (FIPS 186-2 [7])
» Internet Engineering Task Force (IETF
PKIX [7], IETF OAKLEY [8])
» Standards for Efficient Cryptography Group
(SECG [9])

Institute

The vast majority of the products and standards tha
use public-key cryptography for encryption and
digital signatures use RSA [10]. As we have sdem, t
bit length for secure RSA use has increased over
recent years, and this has put a heavier processing
load on applications using RSA. This burden has
ramifications, especially for electronic commerce
sites that conduct large numbers of secure
transactions. Recently, a competing system that has
emerged is elliptic curve cryptosystem (ECC)[4,11].
1.1 Elliptic Curve Cryptography:
Elliptic curve cryptography makes use of elliptic
curves in which the variables and coefficients alte
restricted to elements of a finite field. Two faied
of elliptic curves are used in cryptographic
applications: Prime curves defined ovgrand binary
curves constructed over GF "2 Fernandez[12]
points out that prime curves are best suited for
software applications, as the extended bit —fidglin
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operations needed by binary curves are not required
,and that binary curves are best for hardware
applications, where it takes remarkably few logic
gates to create a powerful and fast cryptosystam. |
this paper we used koblitz curves defined ovél) (2
for analysis purpose.

1.2 Koblitz curves:

A koblitz curve E over i is an elliptic curve whose
defining equation has coefficients in Fhere are

two koblitz curves: $#xy=x>+1 and
y?+xy=x>+x*+1.These elliptic curves were first
proposed for cryptographic use by koblitz [13].They
have advantages over randomly selected curves over
binary fields because the point multiplication
operation in Koblitz curves involves no point
doubling ([14, 15], [16]).Koblitz curves have been
standardized in NIST’s FIPS (186-2[2]).

1.3 Elliptic Curves Arithmetic over F,™
A (non-super singular) elliptic curve E{ff over B™
defined by the parameters a,B," ,b# 0, is the set
of all solutions (x, y), X, ¥ F,", to the equation
y2+xy=x+ax+h,
Together with an extra point O, which is the paint
infinity. The set of points E(¢F) forms a group with
the following additional rules:
1.0+0 =0
2. (X, Y)+O=0+(x, Y)=(x, y) for all (x, WE(R,").
3. (X, Y)+(x, x + y)=0 for all (x, y¥ E(R,") (i.e., the
negative of the point (X, y) is —(X, y )=(X, X H)y)
4. (Rules for adding two distinct points that aot n
inverse of each other)
Let P = (x, y1) € E(R") and Q=(%,y,) € E(R,") be
two points such that¥x,. Then
P+Q=(%,y3),where

%=N2H+ A+X X+,

¥= MX1+X3) +X3+y1, and

A = (Yaty)/(Xa+X1)

5. (Rule for doubling a point)
Let P=(x, y1) € E (R") be a point with x#0. (If
x,=0 then P=-P, and so 2P=0)Then 2P,
where
%=A%+ A+ a
ys=X°+ (\+1) %3, and
A =X+ (Ya/X1)
. PROPOSED MODEL FOR TEXT
ENCRYPTION AND DECRYPTION
The proposed model at sender and receiver side for
text in the context of KCC for enhancing the seguri
in Figurel.The following two sections describes the
proposed model at sender side and at receivero$ide
text encryption by aiming the confidentiality toeth
data.
2.1 Encryption procedure (at sender side)

1. Take plaintext S,

2. Each character of S, i.e. called as message P
can be mapped to the point (XY, on
chosen Koblitz curve.

3. Encryption/decryption system require a point
on G and an elliptic group @, b). User A
select a private keysnand generate a public
key By = n, x G. To encrypt and send pixeh,P
to B, A choose a random positive integer k and
produce the cipher text Cconsisting of the
pair of points G = {kG, Py, + kPg}, where R
is the public key of user B.

2.2 Decryption at thereceiver side

To decrypt the cipher Text, B multiplies the first
point in the pair by B’s secret key and subtrabts t
result from the second point:

R + kPs — ng(kG) = R, + k(ngG) —
ng(kG) = R,

For practical purpose, we have taken koblitz cunfe/+xy=x>+ax’+b, in the binary field and an irreducible
polynomial of X%+x+1. The points on the koblitz curve are showthiatable1.The number of points on the chosen
koblitz curve and irreducible polynomials is lessr 2° . The alpha numerical characters of the plain st
mapped [17, 18] to these points. The mapped paimisencrypted points are shown in the table 2

Table 1

| S.No.| Point(x,y)

| S.NO| Poaint(x,y) |
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{(0,0,0,0,0,0,0,0,0,0),( 0,0,0,0,0,0,0,0,0,1)}

895

{1,1,1,1,1,1,0,1,0,1),(0,1,0,0,0,1,0,0,1,0)

{(0,0,0,0,0,0,0,0,0,0),( 0,0,1,1,1,0,1,1,0,0)}

995

{1,1,1,1,1,1,0,1,0,1),(1,0,1,1,1,0,0,1,1,1)}

{(0,0,0,0,0,0,0,0,0,1),(0,0,1,1,1,0,1,1,0,1)}

960

{(1,1,1,1,1,1,0,1,1,1),(0,1,0,1,0,1,1,0,1,1)}

{(0,0,0,0,0,0,0,0,1,0),(0,0,1,1,1,1,1,0,0,0)}

961

{(1,1,1,1,1,1,0,1,1,1),(1,0,1,0,1,0,1,1,0,0)}

{(0,0,0,0,0,0,0,0,1,0),(0,0,1,1,1,1,1,0,1,0)}

962

{(1,1,1,1,1,1,1,1,0,1),(0,1,1,1,0,0,0,0,0,1)}

{(0,0,0,0,0,0,0,1,0,0),(0,1,1,1,1,1,1,0,0,1)}

963

{(1,1,1,1,1,1,1,1,0,1),(1,0,0,0,1,1,1,1,0,0)}

{(0,0,0,0,0,0,0,1,0,0),(0,1,1,1,1,1,1,1,0,1)}

964

{(1,1,1,1,1,1,1,1,1,0),(0,1,1,0,0,0,0,1,0,1)}

{(0,0,0,0,0,0,1,0,0,1),(1,0,0,0,1,0,0,0,1,0)}

965

{(1,1,1,1,1,1,1,1,1,0),(1,0,0,1,1,1,1,0,1,1)}

OO N0~ W N

{(0,0,0,0,0,0,1,0,0,1),(1,0,0,0,1,0,1,0,1,1)}

966

{(1,1,1,1,1,1,1,1,1,1),(0,0,1,0,0,1,0,0,0,0)}

968

{1,1,1,1,111,1,1,1),(1,1,0,1,1,0,1,1,1,1)}

Encryption:

S.
No

Plain text

Mapping points

Encrypted text/points

APPLE

{1(0,0,0,1,0,0,1,1,1,1),(0,1,1,0,1,0,0,1,1
[(1,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1
[(1,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1
[(1,1,1,0,0,1,0,0,1,1),(1,0,0,1,0,1,1,0,1
[(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0

1,0§1(1,0,0,1,1,1,1,0,0,0),(0,1,0,1,0,0,1,0,0,1)],
0)[(0,0,1,1,1,0,0,1,0,0),(0,1,1,0,1,1,0,1,0,1)],
0)[(0,0,1,1,1,0,0,1,0,0)(0,1,1,0,1,1,0,1,0,1)],
1)[(0,1,1,0,1,0,0,1,0,0),(1,0,1,0,1,1,0,1,0,0)],
0)[1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)}

BARKLEY

{{(1,0,1,1,0,0,1,1,1,1),(1,0,1,1,0,1,0,1,(
[(0,0,0,1,0,0,1,1,1,1),(0,1,1,0,1,0,0,1,1
[(0,1,1,1,0,1,0,0,1,1),(1,0,1,1,1,1,1,0,0
[(0,0,1,0,0,1,0,0,1,1),(0,1,0,1,0,1,0,0,1
[(1,1,1,0,0,1,0,0,1,1),(1,0,0,1,0,1,1,0,1
[(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0
[(0,1,1,1,1,0,0,0,1,1),(0,0,1,1,1,1,1,0,0

),1§[(0,0,1,1,1,1,1,0,0,0),(1,0,0,0,1,1,1,0,1,0)],
0)(1,0,0,1,1,1,1,0,0,0),(0,1,0,1,0,0,1,0,0,1)],
0)I(1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1,1)],
0)](1,0,1,0,1,0,0,1,0,0),(0,1,1,0,1,1,1,1,0,1)],
1)[(0,1,1,0,1,0,0,1,0,0),(1,0,1,0,1,1,0,1,0,0)],
0)](1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],
O)[1,1,1,1,0,1,0,1,0,0),(0,0,0,0,0,1,0,1,1, 1)}

COMPUTER

{{(0,1,1,1,0,0,1,1,1,1),(0,0,0,1,0,1,0,1,
[(0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0
[(0,0,0,1,0,1,0,0,1,1),(1,0,1,1,0,0,1,0,0
[(1,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1
[(1,1,1,0,1,0,0,0,1,1),(0,1,1,1,0,0,1,0,0
[(0,1,0,0,1,0,0,0,1,1),(0,0,0,0,0,0,0,0,0
[(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0
[(0,1,1,1,0,1,0,0,1,1),(1,0,1,1,1,1,1,0,0

),14(1,1,1,1,1,1,1,0,0,0(0,0,1,0,1,1,1,0,1,0)],

0)1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1,2)],
1)[(1,0,0,1,1,0,0,1,0,0),(1,0,0,0,1,0,0,1,1,0)],
0)[(0,0,1,1,1,0,0,1,0,0),(0,1,1,0,1,1,0,1,0,1)],
1)[(.,1,1,0,0,1,0,1,0,0),(0,1,0,0,1,0,0,1,1,0)],
0)I(1,1,0,0,0,1,0,1,0,0),(0,0,1,1,1,0,1,1,1,1)],
0)I(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],
of1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1,2)]}

DOCTOR

{1(1,1,0,0,1,1,0,0,1,1),(1,1,1,0,0,0,0,0,(
[(0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0
[(0,1,1,1,0,0,1,1,1,1),(0,0,0,1,0,1,0,1,0
[(0,1,0,0,1,0,0,0,1,1),(0,0,0,0,0,0,0,0,0
[(0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0
[(0,1,1,1,0,1,0,0,1,1)(1,0,1,1,1,1,1,0,0,

,0§](0,1,0,0,0,0,0,1,0,0),(1,1,0,1,1,0,1,1,1,1)],
0)[(1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1,1)],

1)[(1,1,1,1,1,1,1,0,0,0),(0,0,1,0,1,1,1,0,1,0)],

0)[(1,1,0,0,0,1,0,1,0,0),(0,0,1,1,1,0,1,1,1,1)],

0)[(1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1,1)],
0)J1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1,1)]}

ENGINEERIN
G

{{(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,(

,0)1, ¥¢,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],

Page | 3




International Journal of Advanced Engineering Research and Science (IJAERS)

[Vol-1, Issue-2, July 2014]
ISSN: 2349-6495

[(1,1,0,1,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,2
[(©0,10,1,1,1,0,0,1,1),(1,1,0,0,0,0,0,0,0
[(0,0,2,1,1,1,0,0,1,1)(0,0,0,1,0,0,0,0,0,
[(1,1,01,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,1
[(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0
[(0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0
[©0,11,1,0,1,0,0,1,1),(2,0,1,1,1,2,1,0,0
[(0,0,2,1,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0
[(1,1,0,1,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,2
[(0,1,0,1,2,1,0,0,1,1),(1,1,0,0,0,0,0,0,0

1)[(0,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0)]

1[(1,1,0,1,0,0,0,1,0,0),(2,1,1,1,1,0,1,1,1,0)],
0)1i(1,0,1,1,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],
1)[(,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0)],
0)I(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],
0)I(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1)],
o1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1,2)],
0)J(1,0,1,1,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,2)],
1)[(0,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0)],
1)[1,1,0,1,0,0,0,1,0,0),(1,1,1,1,1,0,1,1,1,0)]}

Decryption:

S.No

Encrypted text/points

Decrypted points

Plain text

{1(1,0,0,1,1,1,1,0,0,0),(0,1,0,1,0,0,1,0,
[(0,0,1,1,1,0,0,1,0,0),(0,1,1,0,1,1,0,1,(
[(0,0,1,1,1,0,0,1,0,0)(0,1,1,0,1,1,0,1,0
[(0,1,1,0,1,0,0,1,0,0),(1,0,1,0,1,1,0,1,(
[(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1

0,1J{0,0,0,1,0,0,1,1,1,1),(0,1,1,0,1,0,0,1,1,0
,1){2,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1,0
11)](1,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1,0
,0){1,1,1,0,0,1,0,0,1,1),(1,0,0,1,0,1,1,0,1,1
,1J{9,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0

YAPPLE

1,
1,
1,
1}

{{(0,0,1,1,1,1,1,0,0,0),(1,0,0,0,1,1,1,0,
[(1,0,0,1,1,1,1,0,0,0),(0,1,0,1,0,0,1,0,(
[(1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1
[(1,0,1,0,1,0,0,1,0,0),(0,1,1,0,1,1,1,1,(
[(0,1,1,0,1,0,0,1,0,0),(1,0,1,0,1,1,0,1,(
[(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1
[(1,1,1,1,0,1,0,1,0,0),(0,0,0,0,0,1,0,1,1

1,4J{1,0,1,1,0,0,1,1,1,1),(1,0,1,1,0,1,0,1,0,1
,1)0,0,0,1,0,0,1,1,1,1),(0,1,1,0,1,0,0,1,1,0
,1){0,1,1,1,0,1,0,0,1,1),(1,0,1,1,1,1,1,0,0,0
,1){0,0,1,0,0,1,0,0,1,1),(0,1,0,1,0,1,0,0,1,0
,00{(1,1,1,0,0,1,0,0,1,1),(1,0,0,1,0,1,1,0,1,1
,1){0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0
,1){9,1,1,1,1,0,0,0,1,1),(0,0,1,1,1,1,1,0,0,0

)BARKLEY

]
]
]
]
1,

1}

{(1,1,1,1,1,1,1,0,0,0(0,0,1,0,1,1,1,0,1
[(1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1
[(1,0,0,1,1,0,0,1,0,0),(1,0,0,0,1,0,0,1,1
[(0,0,1,1,1,0,0,1,0,0),(0,1,1,0,1,1,0,1,
[(0,1,1,0,0,1,0,1,0,0),(0,1,0,0,1,0,0,1,1
[(1,1,0,0,0,1,0,1,0,0),(0,0,1,1,1,0,1,1,1
[(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1
[(1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1

,0i(0,1,1,1,0,0,1,1,1,1),(0,0,0,1,0,1,0,1,0,1
,1){0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0,0
,0){0,0,0,1,0,1,0,0,1,1),(1,0,1,1,0,0,1,0,0,1
,1){2,0,1,1,0,1,0,0,1,1),(0,1,0,1,0,1,1,0,1,0
,0){1,1,1,0,1,0,0,0,1,1),(0,1,1,1,0,0,1,0,0,1
,1){0,1,0,0,1,0,0,0,1,1),(0,0,0,0,0,0,0,0,0,0
,1){0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0
,1j{9,1,1,1,0,1,0,0,1,1),(1,0,1,1,1,1,1,0,0,0

)FOMPUTER

]
]
]
]
]
1,

1}

{1(0,1,0,0,0,0,0,1,0,0,(1,1,0,1,1,0,1,1,
[(1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1
[(1,1,1,1,1,1,1,0,0,0),(0,0,1,0,1,1,1,0,1
[(1,1,0,0,0,1,0,1,0,0),(0,0,1,1,1,0,1,1,1
[(1,1,0,1,1,0,0,1,0,0),(1,1,1,1,1,0,0,1,1
[(1,1,1,1,1,0,0,1,0,0),(1,0,0,0,0,1,0,1,1

1,7J{1,1,0,0,1,1,0,0,1,1),(1,1,1,0,0,0,0,0,0,q
,1){0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0,0
,0){0,1,1,1,0,0,1,1,1,1),(0,0,0,1,0,1,0,1,0,1
,1){0,1,0,0,1,0,0,0,1,1),(0,0,0,0,0,0,0,0,0,0
,1){0,1,0,1,0,1,0,0,1,1),(1,1,0,0,0,0,1,0,0,0
,1j9,1,1,1,0,1,0,0,1,1)(1,0,1,1,1,1,1,0,0,0)

)DOCTOR

]
]
]
]
}

{1(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,

1,1)14[¢,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,

DENGINEERING
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[(0,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0){2,1,0,1,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,1,1}],
[(1,1,0,1,0,0,0,1,0,0),1,1,1,1,0,1,1,,0),10,1,1,1,0,0,1,1),(1,1,0,0,0,0,0,0,0,1}],
[(1,0,1,1,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1}{0,0,1,1,1,1,0,0,1,1)(0,0,0,1,0,0,0,0,0,0)],
[(0,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0)¢%,1,0,1,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,1,1}]
[(1,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1}¢0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0}]
[(14,1,0,0,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1}¢0,1,0,0,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0}],
[(2,1,1,1,1,0,0,1,0,0),1,00,0,0,1,0,,1,1)0,1,1,1,0,1,0,0,1,1),(1,0,1,1,1,1,1,0,0,0)]
[(1,0,1,1,0,0,0,1,0,0),(0,0,1,0,1,0,1,1,1,1{0,0,1,1,1,1,0,0,1,1),(0,0,0,1,0,0,0,0,0,0)]
[(0,1,0,1,1,0,0,1,0,0),(0,1,1,0,0,0,0,1,0,0(%,1,0,1,0,1,0,0,1,1),(0,1,0,1,1,0,1,0,1,1)]
[(1,1,0,1,0,0,0,1,0,0),(2,1,1,1,1,0,1,1,1,0}{p,1,0,1,1,1,0,0,1,1),(1,1,0,0,0,0,0,0,0,1)1}

[I. CONCLUSION

The experiments are conducted for different input
plain text strings and obtained corresponding dutpu
cipher texts and vice versa. We conclude that this
koblitz curves more efficient than primary curve
cryptography and also best for hardware application
where it takes remarkably few logic gates to create
powerful, fast cryptosystem.
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